	Requirement #
	HOSTING REQUIREMENTS
	Mandatory=M

Rated=R
	Compliant

Yes=Y No=N
	Reference Location: Bid document detailed description

	2.6.1 
	The provided Content Management Solution shall ideally be implemented on an operating platform consistent with the platforms deployed and operated by GOB. The current GOB server environment is VMware hypervisor, blade servers. Current known issues with this environment should be identified by the proponent.

The highest rating is achieved by demonstrating the hosting solution is highly compatible with this environment.
	R
	
	

	2.6.2 
	The web-content management function may be repatriated to GOB or may be transitioned to a successor services provider when no longer provided by the Contractor.
	M
	
	

	2.6.3 
	The Respondent must set out the organization of the team proposed to address the requirements of hosting the web portal solution. Where the responder proposes to use subcontractors and affiliates, the respondent must identify the legal relationship between the Respondent and the Respondent Team. This requirement can be demonstrated by: 

· Indicating the organization structure of the proposed team and their relationship to GOB resources;
· Providing a short description of the role of each key resource;
· Attaching the CVs of each key team member in an appendix to the technical proposal.

	M
	
	

	2.6.4 
	The web CMS solution hosting solution must be available to use within a commercially available cloud / hosted web service offering.

Compliance can be demonstrated  by:

· providing one or more service catalogs that set out the commercially available cloud and/or hosted web services that could form the basis for the GOB solution;

· The proposed web hosting services must have been publicly available for use in a production environment for at least 18 months prior to the release the RFP. 

· Three (3) reference projects (i.e. 3 for Hosting) ideally of a similar nature where the proposed web solution has been deployed and is in use in a production setting must be provided. 

· Providing a service/product roadmap for the upcoming 12 to 18 months.

The highest rating is achieved through compliance to the greatest number of criteria listed above.
	R
	
	

	2.6.5 
	The CMS solution must be implemented by April 1, 2016 and ensure that CMS is available for GOB use 24/7. A detailed Project Plan indicating how the solution provider will meet this requirement should be provided. 

The highest rating is achieved by providing a comprehensive plan detailing how this requirement will be met.


	R
	
	

	2.6.6 
	The Contractor will provide designated GOB staff with managed access to the hosted web content management solution for the purposes creating, managing, publishing, administering, supporting and evolving GOB web-content.
	M
	
	

	2.6.7 
	The solution selected by GOB will exhibit the following attributes:

· Browser based application and administrative access;

· All design, development, testing, deployment and related documentation artifacts will reflect the proposed methodology and deliverables / artifacts and their requirements as necessary.
	M
	
	

	2.6.8 
	Respondents should demonstrate that they have sufficient resources to meet the project needs of the GOB Web Portal Solution initiative by identifying the number and location of full time employees (FTEs) employed excluding any contractors or other non-full time employees.

The highest rating is achieved by demonstrating the ability to back-up resources or indicating an ability to replace resources without critically affecting the project and its timelines. 
	R
	
	

	2.6.9 
	The Contractor should demonstrate that it has a documented (i.e. used successfully by the Vendor in previous projects) process and methodology for the planning and implementation of cloud/hosted web services project(s).

The Vendor should demonstrate their documented process and methodology by providing sample documents demonstrating the major phases and deliverables in its proven web hosting services implementation approach and the planning documents produced.  Documents submitted for evaluation should address the following points:

· Demonstrating processes and tools as employed to estimate the level of effort, complexity, risk or other critical success factors associated with the planning of the web site effort;

· Demonstrating processes and tools explicitly targeted at development of “to be” configurations that meet the functional and non-functional production requirements for the cloud/hosted website – i.e. explicit processes to manage and migrate content and integrate client business systems as required to the website.;

· Demonstrating processes and tools specifically provided for the client management of web operations at the client site; and

· Demonstrating processes and tools specifically provided for the training and transition of content managing staff and operations staff to the cloud/hosted solution.

The highest rating is achieved through the demonstration of the items above.
	R
	
	

	2.6.10 
	Experience in government and public sector projects is preferred.

The highest rating is achieved through the provision of reference-able public sector projects of a similar nature. (I.e. 2 for Hosting, 2 for CMS & Build if contractor is bidding on both hosting and CMS Build portions) 
	R
	
	

	2.6.11 
	This contracted environment will provide a portfolio of managed services that in concert will address the hosting of the content management and associated platforms and systems required to create, manage and publish GOB content, programs and services to Bermudians through the GOB Web Portal.
	M
	
	

	2.6.12 
	The targeted environment should have both staging and production copies of the site.
	M
	
	

	2.6.13 
	Work performed should be captured in version control systems and deployed through the build servers to development for internal review and work.
	M
	
	

	2.6.14 
	There should be staging environment for client review and eventually production when the portal is launched.
	M
	
	

	2.6.15 
	A cut-over and test plan from the current portal environment to the any new hosted solution should be developed by vendors bidding on the provisioning of the solution.
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	M
	
	

	2.6.16 
	Initial training will also be required for 9 administrative staff in the creation and administration of authorized GOB users and in the creation and use of reporting functions.
	M
	
	

	2.6.17 
	Training will also be required on an as-required basis for additional GOB users. The highest rating is achieved through the capability to provide a number of training options: onsite, online along with self-service options such as video “how-to” clips; printed/pdfs


	R
	
	

	2.6.18 
	The chosen vendor will provide an appropriate development/authoring, test and build environment during the build phase and up to the date of implementation to ensure that the GOB solution is designed, developed, deployed and otherwise made ready within the timeframes established by GOB. Specifically, the GOB Web Portal solution must be operational by February 08, 2016 for internal testing with a live production date of April 01, 2016. The highest rating will be achieving through the evaluation of the provided detailed project plan conforming to this requirement.
	R
	
	

	2.6.19 
	The GOB will be provided with a content repository and authoring environment for the creation of content for the new web portal until the operational cutover date.


	M
	
	

	2.6.20 
	There will be a warranty period of a minimum of 30 days after the April site launch date for the GOB to test and validate that the functionality and integrity of all components to the contracted Statement of Work.
	M
	
	

	2.6.21 
	Coordinate the integration and deployment of the GOB solution within GOB including but not limited to integration with the operational systems and organizational departmental units of GOB, the GOB business partners and other stakeholders.
	M
	
	

	2.6.22 
	The hosting services will warrant that the end product will be a fully functional website platform meeting the performance specifications within this RFP
	M
	
	

	2.6.23 
	A Contract for the support for the web portal that will include:

· support of continuing operations;

· break/fix maintenance;

· adjustments based on user or departmental feedback.
	M
	
	

	2.6.24 
	A Contract for the support for the web portal enhancements that will include but not be limited to:

· task-based authorizations for specific work items;

· integration to other systems and applications as necessary;

· future enhancement projects.

The highest evaluation is achieved through acceptance of this requirement.
	R
	
	

	2.6.25 
	The GOB will have the ability to contract other organizations at its sole discretion as necessary for any enhancement projects.   
	M
	
	

	2.6.26 
	API library for 3rd party application and web vendors should be published and maintained.
	M
	
	

	2.6.27 
	The portal should have the capacity for continuous integration, deployment tests and builds
	M
	
	

	2.6.28 
	The portal should have the capacity for tracking issues and responding to bugs, requests, augmentations, version control, collaboration, code review and code management
	M
	
	

	2.6.29 
	The portal should keep fully up to date with regular antivirus and anti-spam updates
	M
	
	

	2.6.30 
	The portal should be on a network that is secured by up to date firewall systems and monitored by firewall specialists who can identify possible breaches and take immediate action if necessary
	M
	
	

	2.6.31 
	If the portal has third party providers for managing corporate data and application code, these systems must conform to privacy and security requirements of the GOB. The principal contractor and any third party provider must be subject to flow through of these requirements including but not restricted to functional specifications, technical specifications, liability and insurability.
	M
	
	

	2.6.32 
	The Vendor must identify the physical location of the datacentres or equivalent facilities from which the website services will be provided.  Specifically, the Vendor must identify the country and the province/state for:

· The location of the facility that will be the Primary Service Delivery Site(s) for the provision of website services to the GOB;

· The location of the facility that will be the Secondary Service Delivery Site(s) for the provision of the website; and

·  The location of any facility other than the Primary and Secondary Service Delivery Sites in which GOB data will be stored.
	M
	
	

	2.6.33 
	The Vendor should provide their corporate Privacy Protection Plan or equivalent privacy policy.  Their Privacy Protection Plan should address the following key components:

· Provision for applying the Privacy Protection Plan to subcontractors, contractors and employees;

· Provision of personal information protection and privacy agreements with subcontractors, agent, employees and contractors;

· Provisions to ensure that personal information is protected against such risks as loss or theft, as well as unauthorized access, disclosure, transfer, copying, use, modification or disposal;

· Provisions accommodating GOB sovereignty over the data and information;

· Maintaining the accuracy, privacy and integrity of Personal Information;

· Provisions safeguarding Personal Information through its lifecycle;

· Provision of access controls governing authorized personnel with access to personal information and databases;

· Provision of detailed audit trails and reports on all access to government information or databases;

· Provision of records of and proof of any government information destruction;

· Provision for the contractor, its subcontractors, agents, and employees are prohibited from the accessing, communication, transfer, disclosure, retention, processing and management of Personal Information including without limitation the use of such information to derive benefits for the contractor without the written permission of GOB; and

· Provision for notification of privacy breaches: provision of notification processes and records associated with any personal information disclosure or breaches throughout the information lifecycle during all stages of planning, development, testing implementation and service.

The highest rating is achieved by complying with the greatest number of items of the requirement. This requirement applies to both the hosting of the web portal as well as the CMS/Build.
	R
	
	

	2.6.34 
	The Web Portal solution should be adaptive and scalable to handle variations in intra-day peak volumes as well as annual growth in activity as more departments use the infrastructure. The Portal should initially be configured to handle the following minimum capacities:

· Concurrent user peak of 500;

· Annual User contacts of  400,000;

·  The solution must be quick to download pages within the available Bermuda network and mobile infrastructure. Solution providers must indicate how they plan to build and deliver the solution within this context.
	M
	
	

	2.6.35 
	The Web Portal solution should be designed for a minimum availability of 99.1%
	M
	
	

	2.6.36 
	The solution must afford developers with the ability to include content that is accessible to assistive technologies.
	M
	
	

	2.6.37 
	All web content must conform to WCAG 2.0 Level A, other than providing captions on live videos or audio descriptions for pre-recorded videos.
	M
	
	

	2.6.38 
	The solution must contain the capability to easily connect using standard web services.
	M
	
	

	2.6.39 
	The hosting solution must contain the capability to easily connect to Graphical Information Systems.

The highest rating is achieved by vendors indicating their solution will conform to this requirement
	R
	
	

	2.6.40 
	Experience in hosting web solutions involving AS400 integrations and communications is preferred.

The highest rating is achieved by vendors indicating their experience with respect to this requirement.
	R
	
	

	2.6.41 
	Experience in hosting web solutions involving J. D. Edwards Enterprise 1 integrations and communications is preferred.

The highest rating is achieved by vendors indicating experience with respect to this requirement.
	R
	
	

	2.6.42 
	The Proponent will specify any additional training they feel necessary for supporting their solution
	M
	
	

	2.6.43 
	The portal must be able to support 110 concurrent Search users.


	M
	
	

	2.6.44 
	New eServices will be developed using standard web services unless custom integration is required to connect to back-end systems.
	M
	
	

	2.6.45 
	The hosting solution must be constructed to be able to connect to the GOB payment gateway using standard web services.
	M
	
	

	2.6.46 
	The hosting solution must be able to integrate with a standard LDAP.
	M
	
	


