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DRAFT: Annex XX Security & Privacy Mandatory Technical Requirements Questionnaire
All pages of this form must be completed in full and returned with the Proponent’s response.
This form is used to gather information to determine if the Proponent’s proposal meets the Government’s mandatory minimum requirements in relation to Cybersecurity and Privacy. All questions should be answered for the proposed solution. Proponents may provide evidence to support their responses within the comments section or include evidence as appendices to their proposal.
	Data Classification: 
	Restricted


Security Requirements
	Ref
	Question
	Response
	Comments

	Q1.1
	Do you confirm that all hardware supplied under this contract must be sourced directly from the original equipment manufacturer (OEM) or an authorised distributor with a verifiable, documented chain of custody from manufacturer to delivery? No component in the proposed solution has been sourced from grey-market, counterfeit, or end-of-life channels. End-of-life hardware that will no longer receive manufacturer security patches does not satisfy this criterion
	☐ Yes
☐ No
	

	Q1.2
	Do you confirm that all hardware supplied shall receive manufacturer security patches and firmware updates for the full term of the contract? You should confirm the end-of-support date for each major hardware component proposed and confirm that no component will reach end-of-manufacturer-support within the contract term without a documented Government-approved remediation plan.
	☐ Yes
☐ No
	

	Q1.3
	Do you confirm that all hardware will be delivered via a documented, integrity-verified chain of custody — meaning hardware is sealed, tamper-evident, and accompanied by manufacturer verification documentation at point of delivery to the government facility. You shall have a documented process for reporting and escalating any evidence of tampering discovered prior to or during delivery.
	☐ Yes
☐ No
	

	Q1.4
	Multi-Factor Authentication (MFA).
Do you confirm that MFA will be enforced — not optional — for all vendor staff accessing Government network environments during implementation and managed services. Remote access by vendor support staff must use an MFA-protected, Government-approved access channel. No persistent, always-on remote access tunnels are permitted. All remote sessions must be initiated on request, time-limited, and terminable by the Government at any point.
	☐ Yes
☐ No
	

	Q1.5
	Do you confirm that all your access to Government network environments  — whether on-site or remote — will be logged, and that those logs will be made available to the Government on request? Your personnel must not have the ability to disable, modify, or delete access logs generated during their sessions. Do you confirm that you will accept that the Government retains the right to audit vendor access logs at any time during the contract?
	☐ Yes
☐ No
	

	Q1.6
	Do you confirm that all access privileges granted to vendor staff — including administrative credentials, VPN accounts, and hardware management interfaces — will be fully revoked within 24 hours of contract termination, staff departure, role change, or on written instruction from the Government? Do you confirm you have a documented, tested joiners/movers/leavers procedure covering all personnel with access to Government environments?
	☐ Yes
☐ No
	

	Q1.7
	Do you confirm that you have a documented vulnerability management programme covering firmware, hardware management software, and any vendor-supplied tooling used in the Government environment? Critical-severity vulnerabilities must be patched or mitigated within 72 hours of identification. Do you confirm that you will notify the Government within 24 hours of identifying a vulnerability that affects hardware deployed in the Government environment? 
	☐ Yes
☐ No
	

	Q1.8
	Do you confirm that you shall accept your role as a data processor under the Personal Information Protection Act 2016 (PIPA 2016)? This means any personnel that will process Government personal data only on Government instructions and will not retain, copy, transfer, or use that data for any other purpose.
	☐ Yes
☐ No
	

	Q1.9
	Do you confirm that, at the end of the contract or on earlier written instruction from the Government, all government data — including any data held in hardware management tools, diagnostic logs, support ticketing systems, or remote monitoring platforms operated by the proponent — will be returned to the Government in a usable format or securely destroyed, with a written certificate of destruction provided within 30 days of contract end?
	☐ Yes
☐ No
	

	Q1.10
	Do you confirm that you have a documented personal data breach notification procedure with a defined service level agreement (SLA) for notifying the Government? Where a breach or suspected breach occurs in relation to government data held or accessed by the proponent, the Government must be notified within four (4) hours of the vendor becoming aware. This includes the requirement to name the individual responsible for breach notification and confirm that individual's direct contact details will be provided to the Government before contract execution.
	☐ Yes
☐ No
	



Signature:_______________________________________________________________________________
Name of Proponent Representative: _______________________________________________________
Proponent:______________________________________________________________________________
Date: ___________________________________________________________________________________
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