BNDI2026 – Bermuda Digital Identity
Annex B Security & Privacy Mandatory Technical Requirements Questionnaire
All pages of this form must be completed in full and returned with the Proponent’s response.
This form is used to gather information to determine if the Proponent’s proposal meets the Government’s mandatory minimum requirements in relation to Cybersecurity and Privacy. All questions should be answered for the proposed solution. Proponents may provide evidence to support their responses within the comments section or include evidence as appendices to their proposal.
	Data Classification: 
	Restricted


Security Requirements
	Ref
	Question
	Response
	Comments

	Q1.1
	Does your proposed solution operate as a cloud-hosted service, and can you confirm the primary hosting jurisdiction (country and cloud region) in writing? If yes, please indicate the jurisdiction in the comments section
	☐ Yes
☐ No
	

	Q1.2
	Will all Government data be encrypted at rest and in transit using AES-256 or a stronger approved algorithm?
	☐ Yes
☐ No
	

	Q1.3
	Will Multi-Factor Authentication (MFA) be enforced (not optional) for all user accounts accessing the system, including administrative accounts?
	☐ Yes
☐ No
	

	Q1.4
	Has the proposed solution/system undergone an independent penetration test within the last 24 months conducted by a third party unaffiliated with the vendor?
	☐ Yes
☐ No
	

	Q1.5
	Proponents must confirm that they understand and accept their role as a data processor under PIPA 2016 — meaning they will process Government data solely on Government instructions and not for their own purposes. Do you agree and understand your role?
	☐ Yes
☐ No
	

	Q1.6
	Do you confirm that audit logs of all access and data change events are retained for a minimum of one year in a tamper-proof format?
	☐ Yes
☐ No
	

	Q1.7
	Do you confirm that the Government (not the proponent) will hold administrative authority over the encryption key lifecycle — meaning the proponent cannot access or decrypt Government data without Government authorisation?
	☐ Yes
☐ No
	



Privacy Requirements
	Ref
	Question
	Response
	Comments

	Q1.1
	Controller/Processor status
Will you only process Government personal information solely on the Government’s instructions and not for your own purposes (including analytics, product development, AI training, or marketing) without prior written consent?
	☐ Yes
☐ No
	

	Q1.1a
	Sub-processors
Will subcontractors or cloud providers be used in this project?
Do you assess and monitor sub-processors?
	☐ Yes
☐ No
	

	Q1.2
	Transfer and location disclosure.
Do you confirm that you disclose and keep updated for the life of the contract every country or location where Government of Bermuda personal information will be stored, processed, or accessed - including its platform, remote support access, and any backup or replication systems?
	☐ Yes
☐ No
	

	Q1.3
	Data Processing Agreement.
Do you confirm that you will execute a Data Processing Agreement/ PIPA Transfer Contract (where applicable) covering purpose limitation, security safeguards, breach notification, audit rights, and data return/deletion, as a condition of contract award?
	☐ Yes
☐ No
	

	Q1.4
	Breach notification.
Do you confirm that you can be contractually required to notify the Government of Bermuda’s Privacy Officer of a security breach or suspected breach without undue delay and within a defined maximum timeframe (reference: 24 hours at RESTRICTED tier, aligned to the PIPA Data Processing Agreement/Transfer Contract; 48 hours standard/CONFIDENTIAL tier)?
	☐ Yes
☐ No
	

	Q1.5
	Sub-processor consent and flow-down.
Do you agree that you will not engage any sub-processor with access to Government personal information without the Government of Bermuda’s prior written consent and to bind every approved sub-processor to written privacy and security obligations no less protective than its own?
	☐ Yes
☐ No
	

	Q1.6
	Individual rights assistance.
Do you support data subject rights requests under PIPA Part 3 (access, correction, restriction, or deletion of personal information) within a defined timetable?
	☐ Yes
☐ No
	

	Q1.7
	AI / automated-processing disclosure and consent.
Do you confirm that you will disclose whether any AI or automated-processing capability in your solution will process, analyse or learn from Government of Bermuda personal information and agree not to use that information to train or improve any model without the Government’s prior written consent?
	☐ Yes
☐ No
	

	Q1.8
	Compliance
Do you have a privacy program and Privacy Officer? 
	☐ Yes
☐ No
	

	Q1.8a
	Compliance
Have you experienced a privacy or security breach in the last 3 years?
	☐ Yes
☐ No
	



Biometric Data
	Ref
	Question
	Response
	Comments

	Q1.1
	Template Storage
Do you confirm that biometric data is stored only as irreversible mathematical templates, and never as raw images, scans, or audio/video recordings? Do you confirm that any raw biometric capture is discarded immediately after template generation, with no retention window?

	☐ Yes
☐ No
	

	Q1.2
	No Extended Retention
Do you confirm that no biometric data, templates or raw captures will be retained by the proponent beyond the active engagement, and that all such data will be securely destroyed, with a written certificate of destruction, upon contract termination or Government request?
	☐ Yes
☐ No
	

	Q1.3
	Independent Accuracy and Bias Testing
If your proposed solution uses facial recognition, facial matching, or liveness detection: can you provide independent third-party accuracy and demographic bias testing results, for example, NIST Face Recognition Vendor Test (FRVT) or an equivalent recognised benchmark, including False Match Rate (FMR) and False Non-Match Rate (FNMR) broken down by demographic group?

	☐ Yes
☐ No
	

	Q1.4
	Compromise Response for Non-Reissuable Credentials
Given biometric identifiers cannot be reissued if compromised, do you have a documented incident response procedure specific to biometric data compromise, including a mechanism to invalidate and rebind a compromised biometric credential (for example, cancellable biometrics or equivalent template-revocation architecture) without requiring re-enrolment of the underlying physical characteristic?
	☐ Yes
☐ No
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