BPO2026-01 - Logistics and Package Consolidation Service 
Annex C Security & Privacy Mandatory Technical Requirements Questionnaire
All pages of this form must be completed in full and returned with the Proponent’s response.
This form is used to gather information to determine if the Proponent’s proposal meets the Government’s mandatory minimum requirements in relation to Cybersecurity and Privacy. All questions should be answered for the proposed solution. Proponents may provide evidence to support their responses within the comments section or include evidence as appendices to their proposal.

	Data Classification: 
	Restricted



Security Requirements
	Ref
	Question
	Response
	Comments

	S1.1
	Will all Government data be encrypted at rest using AES-256 or a stronger approved algorithm?

	☐ Yes
☐ No
	

	S1.2
	Will all Government data be encrypted in transit using TLS 1.2 or higher (TLS 1.3 preferred), with deprecated protocols (SSL, TLS 1.0 and TLS 1.1) and weak cipher suites disabled?

	☐ Yes
☐ No
	

	S1.3
	Will Multi-Factor Authentication (MFA) be enforced (not optional) for all proponent staff accounts, all administrative and privileged accounts, and all Government of Bermuda user accounts accessing the system? This question does not apply to members of the public using customer-facing services.

	☐ Yes
☐ No
	

	S1.4
	Has the proposed solution/system undergone an independent penetration test within the last 24 months conducted by a third party unaffiliated with the vendor?

	☐ Yes
☐ No
	

	S1.5
	Do you confirm that audit logs of all access and data change events are retained for a minimum of one year in a tamper-proof format?

	☐ Yes
☐ No
	

	S1.6
	Do you confirm that all encryption keys protecting Government data will be generated and stored in a dedicated key management service or hardware security module, that access to those keys will be restricted to named roles and logged, and that the key access logs will be made available to the Government on request? In the comments, state whether customer-managed keys under Government control can be offered.

	☐ Yes
☐ No
	

	S1.7
	Secure data exchange
Do you confirm that all exchange of Government data between your systems and the Bermuda Post Office, including customer reports, shipment manifests, invoices, customs files and financial reports, will use a secured file transfer channel or other Government-approved encrypted mechanism, and that standard email will not be used to transmit this data?

	☐ Yes
☐ No
	

	S1.8
	File transfer authentication
Do you confirm that authentication to any file transfer service used to exchange Government data will be key-based, certificate-based or protected by MFA, in addition to IP allow-listing and TLS encryption, and that username and password alone will not be used?
	☐ Yes
☐ No
	

	S1.9
	Payment card data
Customers will enter payment card details on a page provided by the Proponent. 
Do you confirm that 
(a) your environment is compliant with PCI DSS v4.0.1, validated at a minimum of SAQ A-EP, or higher if your environment stores cardholder data; 
(b) you will provide, with your proposal, a current Attestation of Compliance for your environment and for any payment processor you use; and 
(c) your payment pages meet PCI DSS requirements 6.4.3 and 11.6.1?"
	☐ Yes
☐ No

	

	S1.10
	Breach notification.
Do you confirm that you can be contractually required to notify the Government of Bermuda’s Privacy Officer of a security breach or suspected breach without undue delay and within a defined maximum timeframe of 24 hours from becoming aware of the breach? 
	☐ Yes
☐ No
	

	S1.11
	AI / automated-processing disclosure and consent.
Do you confirm that you will disclose whether any AI or automated-processing capability in your solution will process, analyse or learn from Government of Bermuda personal information and agree not to use that information to train or improve any model without the Government’s prior written consent?
	☐ Yes
☐ No
	



Privacy Requirements
	Ref
	Question
	Response
	Comments

	P1.1
	Controller/Processor status
Will you only process Government personal information solely on the Government’s instructions and not for your own purposes (including analytics, product development, AI training, or marketing) without prior written consent?
	☐ Yes
☐ No
	

	P1.2
	Sub-processors
Do you assess and monitor the privacy and security controls of all sub-processors, sub-warehouses and downstream couriers with access to Government of Bermuda personal information, before engagement and for the life of the contract?
	☐ Yes
☐ No
	

	P1.3
	Transfer and location disclosure.
Do you confirm that you disclose and keep updated for the life of the contract every country or location where Government of Bermuda personal information will be stored, processed, or accessed - including its platform, remote support access, and any backup or replication systems?
	☐ Yes
☐ No
	

	P1.4
	Overseas transfer mechanism.
For each country outside of Bermuda in which Government of Bermuda personal information will be stored, processed, accessed or otherwise ‘used’ (including the parties listed at D2), do you confirm that you will:
a. State in the comments the basis on which a level of protection comparable to PIPA 2016 is provided, including the law applicable to you and each sub-processor, any certification held and any contractual or other safeguards you will agree to; 
b. Disclose any legal requirement in that country that could compel disclosure of or government access to the information;
c. Enter into the Data Processing Agreement/PIPA Transfer Contract at P1.5 and flow its terms down to each sub-processor; and 
d. Provide the information reasonably required for the Government’s transfer assessment under PIPA s15(2).

	☐ Yes
☐ No
	

	P1.5
	Data Processing Agreement.
Do you confirm that you will execute a Data Processing Agreement/ PIPA Transfer Contract (where applicable) covering purpose limitation, security safeguards, breach notification, audit rights, and data return/deletion, as a condition of contract award?
	☐ Yes
☐ No
	

	P1.6
	Sub-processor consent and flow-down.
Do you agree that you will not engage any sub-processor with access to Government personal information without the Government of Bermuda’s prior written consent and to bind every approved sub-processor to written privacy and security obligations no less protective than its own?
	☐ Yes
☐ No
	

	P1.7
	Individual rights assistance.
Do you support data subject rights requests under PIPA Part 3 (access, correction, blocking, erasure, or destruction of personal information) within a defined 45-day response deadline?
	☐ Yes
☐ No
	

	P1.8
	Compliance
Do you have a privacy program and Privacy Officer? 
	☐ Yes
☐ No
	



Disclosures
The following items are for information and evaluation. They are not pass/fail, but all must be completed.
	Ref
	Question
	Response


	D1
	Hosting model and jurisdiction
Describe the hosting model for the proposed solution (cloud-hosted, proponent-hosted or on-premises) and state the primary hosting jurisdiction, including country and cloud region where applicable.
	

	D2
	Sub-processors and downstream parties
List every subcontractor, cloud provider, sub-warehouse, consolidation facility and downstream courier that will have access to Government of Bermuda personal information, with the country in which each operates.
	

	D3
	Breach history
Disclose any privacy or security breach affecting your organisation or any of the parties listed at D2 in the last three years, including its nature, the data affected and the remedial action taken.
	




Name of Proponent Representative: _______________________________
Proponent:______________________________________________________________
Date: _______________________________
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